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TestPros Certification

Any use of this report is conditioned on the following statements:

1. The information in this report is subject to change without notice.

2. The information in this report is believed by TestPros to be accurate and reliable,
but is not guaranteed. All use of and reliance on this report are at your sole risk.
TestPros is not liable or responsible for any damages, losses or expenses arising
from any error or omission in this report.

3. This Report does not constitute an endorsement, recommendation or guarantee
of any of the products (hardware or software) tested or the hardware and
software used in testing the products. The testing does not guarantee that there
are no errors or defects in the products, or that the products will meet your
expectations, requirements, needs or specifications, or that they will operate
without interruption.

4. This Report does not imply any endorsement, sponsorship, affiliation or
verification by or with any companies mentioned in this report.

5. NO WARRANTIES, EXPRESS OR IMPLIED ARE GIVEN BY TESTPROS. ALL
IMPLIED WARRANTIES, INCLUDINF IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT ARE DISCLAIMED AND EXCLUDED BY TESTPROS. IN
NO EVENT SHALL TESTPROS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTL OR INDIRECT DAMAGES, OR FOR ANY LOSS OF PROFIT,
REVENUE, DATA, COMPUTER PROGRAMS, OR OTHER ASSETS, EVEN IF
ADVISED OF THE POSSIBILITY THEREOF.

All trademarks, service marks, and trade names used in this Report are the trademarks,
service marks and trade names of their respective owners.
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Key Definitions:

Spyware:

Spyware is software that is surreptitiously installed on a computing device without
explicit consent from the end-user(s), often for the purpose of collecting information
about a user or corporation without their knowledge, compromising the security of
sensitive or proprietary information.

Malware:

Malware (also known as ‘Malicious Software’) is software and/or data files that are
developed for the purpose of doing harm. Forms of Malware include computer viruses,
worms and Trojan horses.

Virus:

A virus is a software program that replicates itself by being copied or initiating its copying
to another program, computer boot sector or document. Viruses can be transmitted as
attachments to an e-mail, as part of a downloaded file, or may be present on a diskette,
CD or similar media. Some viruses are harmless while others can be quite harmful,
erasing data or causing your hard disk to require reformatting.

Worm:

A virus that replicates itself by resending itself as an e-mail attachment or as a part of a
network message is also known as a ‘worm’.

Trojan Horse:

A Trojan horse is a program in which malicious or harmful software is contained inside
apparently harmless software or data in such a way that it can get control of a computing
device and cause its chosen form of damage, such as erasing data from a hard drive. A
Trojan horse can be widely distributed as part of a computer virus.

TestPros Certified Spyware Free:

TestPros’ attestation, as represented by the Certification Logo, that, to the best of
TestPros’ knowledge and based strictly on the written and/or electronic documentation
known to TestPros, the Merchant Website and/or the Merchant Application has been
tested by TestPros and thereupon TestPros has determined that, as of the Initial
Certification Date, the Merchant Website and/or the Merchant Application fully complied
with the Certification Criteria, in that the Website and/or the Application were each free
of any Spyware and all other similar forms of malicious, surreptitious, or otherwise
questionable, software (collectively, “Spyware”).
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CERTIFICATION CRITERIA

Installation

1. Merchant will provide user with a clear notice of all items installed and their
functions.

2. Merchant will not install software without clear and conspicuous notice to and
consent from the user. The user, during the installation process, must be
informed about the installation and major functionality of any and all bundled
software.

3. Merchant will not bundle its software into other applications without clear and
conspicuous notice of its inclusion and functions in the EULA and installation.

4. Merchant will not exploit security vulnerabilities or security settings as consent to
install software without notice. Merchant must make every effort to prevent all
scenarios where an installation may occur without clear and conspicuous notice.

5. Merchant will not install other applications that are not easily removable through
Add/Remove Programs.

6. Merchant will not request personal information unless it is essential to the
program function, it is for purposes of authentication or validation or it has
received express consent for any other use. Any user data collected will not be
shared or used in any way that compromises the end-user’s privacy. Use of
personally identifiable user data for marketing purposes will only take place with
explicit user consent through opt-in.

7. Merchant will not automatically opt users in to deals, offers, newsletters and
other material of the same nature from the distributor or other parties without
featuring prominent opt-out functionality. User must either opt-in through check
box or other user initiated means, or be offered a prominent mechanism to opt-
out of any marketing related activities prior to being subject to such activities.
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Behavior

1. Merchant will not monitor a user’s online activity, including but not limited to web
pages viewed or accessed, user selected content, entered keywords or search
terms, and relays in whole or in part to remote or secondary computer or server
and match that activity to any personally identifiable information without clear and
conspicuous notice to and consent from the user. If Merchant collects data about
the user that can be used to personally identify the user, the Merchant must first
obtain users express consent through check box or other means, as described
above.

2. Merchant will not present advertisements which are not clearly branded or
identified as originating from the Merchant and/or software and/or functionality
that serves the advertising.

3. Each pop-up advertisement served by Merchant must have a link to information
about the software that would include instructions for removal of the software that
serves said advertising. Merchant will not present pop-ups advertisements which
do not clearly link to information about the software that includes instructions for
removal of the service application. This behavior does not apply to any
advertising that is embedded into a publisher web page (e.g. served as a 3rd

party ad network) with the approval of the web site publisher.
4. Merchant will not alter the normal appearance of a website in any manner without

the consent of the user, webmaster or owner in an effort to present
advertisements to a user or to present contextually related links to
advertisements. Pop-ups, in any form are acceptable, so long as they meet
above criteria for branding and removal.

5. Merchant will not provide software that makes deceptive representations to
consumers, such as that the software removes or prevents spyware/adware,
when in fact it installs adware of its own.

6. Merchant will not utilize the user’s computer as a relay for activity such as
spamming, Desktop Search spam distribution, DoS attacks, or extended system
compromising such as accessing another computer without the owner’s
authorization.

7. Merchant will not disconnect or alter the user’s internet connection such as dialup
to connect the user to a premium rate service or other connection outside of the
original ISP connections without their explicit consent and proper notice.

8. Merchant will not attach its software to any Windows or other program or service
in order to prevent the easy removal of the program through Add/remove
Programs, unless with the knowledge and consent of the user or the distributor of
the program to which the software is attached.

9. Merchant will not monitor items such as but not limited to keystrokes, emails,
instant messages, capture screenshots, history of open programs and or
documents without clear and conspicuous notice to, and consent from, the user.

10. Merchant will not gain access or control over a user’s computer without clear and
conspicuous notice and explicit consent from the user.

11. Merchant will not include or use any automatic updating feature that materially
changes the types of information collected, the ways such information is used, or
the persons to whom such information is disclosed without clear and
conspicuous notice to the end-user.
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12. Merchant will not alter search results, home pages, or search pages outside of
the standard results provided by the default browser settings without clear and
conspicuous notice and user consent.

13. Will not place entries in the users HOSTS file that will redirect or block standard
searches, queries, typed in URLs, and other sites without clear and conspicuous
notice and user consent.
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Removal

1. Application (or all active portions of the Application) should be easy to remove
using standard uninstall mechanisms such as Control Panel – Add/Remove
Software.

2. Merchant will not require internet access to uninstall applications
3. Merchant will not require unnecessary information in order to uninstall including

but not limited to email addresses, names, physical addresses, and other
personal information.

4. Merchant will not leave active portions of the program that originated with the
install resident without clear and conspicuous notice and consent from the user.

5. Merchant will not cause damage to or remove any component of the operating
system such as Winsock files.

6. Application will not reinstall itself or portions of itself after it is removed and
without clear and conspicuous notice to and consent from the user.

Other

1. Merchant agrees to allow TestPros to conduct unannounced, continuous and/or
periodic and/or random monitoring of the tested software for the purposes of
validating continued compliance with the above Certification Criteria.
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Why does WeatherBug have advertising?

It is the advertising sponsors that provide the option to use the WeatherBug application
at no cost to the end-user. WeatherBug found a unique way to make an ad- supported
application “relevant” to each user by allowing them to choose the type of advertising
they see every day within the clearly specified limits of the WeatherBug advertising
platform. In addition, an “ad-free” version of WeatherBug, called WeatherBug Plus, is
available to users for only $19.95 a year. For this price, consumers get all the great
features of the free application plus additional premium features in an ad-free
environment.

Isn't an application that serves ads “Adware?”

One of the big problems with the term “adware” is the lack of a standard definition. We
believe that the proper definition of adware is any program that secretly gathers personal
information through the Internet and relays it back to another computer, generally for
advertising purposes. This is often accomplished by tracking information related to
Internet browser usage or habits.

WeatherBug is not “Adware.” WeatherBug is incapable of tracking the trends of its
customers' Web use or deciphering anything on customers' local or hard drives.
WeatherBug does not “snoop” on its users, nor does it have functionality to determine
what users were doing, where they were before WeatherBug was opened or where they
go after using WeatherBug.

Are desktop applications Safe?

The frequency of Internet desktop applications has increased dramatically in the last five
years in many categories, including instant messengers, weather applications, rich
media players (e.g., Real Player and Windows Media Player), and so on. Many of these
products are free, supported by advertising, and developed by trusted brands.
Unfortunately, the frequency of Internet properties that are not trustworthy or forthright in
their objectives has also increased in recent years. “Because of this, protecting the rights
and privacy of our consumer and business users has become a top priority at
WeatherBug”.

We at WeatherBug are scrupulously careful about the inalienable rights of our millions of
consumer and business users, and adhere to the strictest standards relating to
meaningful notice, informed consent and user control. Read our Bill of Rights; it's the
strongest in the industry, by far.

We require any software that is integrated with WeatherBug, including the WeatherBug
Browser Companion powered by My Search, to be Spyware-free and adware-free, too.

In order to insure that your computer is free from Spyware and other problem
applications, we recommend downloading and regularly running a detection program.









TestPros – WeatherBug Spyware Free Certification Test Results Report – June 30, 2008
Copyright © by TestPros, Inc. All Rights Reserved.
__________________________________________________________________________________

_________________________________________
Page 16 of 79

WeatherBug V6.07, WeatherBug Plus V6.1, WeatherBug Alert 1.3.0.1

Installation Tests – Additional Observations

Additional information and observations from the testing of the WeatherBug application
are listed below.

1. End-User Disclosures (EULA and/or other documents).
a. The disclosures describe the function and behavior of both the desktop

application and the browser bar.
b. Once installed, the browser toolbar provides excellent disclosure about

the function by clicking the drop down by the “Search” button on the
browser tool bar (not the native IE Search button).

2. Personal Information provided by the user.
a. Upon installation, the user is required to supply gender, email address,

zip code, year of birth and connection speed (broadband or dial-up). The
only essential information is the zip code and the connection speed. The
gender and year of birth are used for advertising demographics. Email is
used for product updates and offers, which can be declined via checkbox
in the installation panels. Random values can be sent without any impact
on the functionality.

3. Installation Logs
a. WeatherBug lists the installed files in an installation log (INSTALL.LOG)

located in the installation target directory (C:\Program
Files\AWS\WeatherBug\).

b. The WeatherBug Browser Bar does not provide an install log.

.
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Installation Overview

WeatherBug can only be installed from the internet. The install sequence is as follows:
1. User points browser to http://www.weatherbug.com.
2. User clicks on “Download WeatherBug for PC”.
3. The browser goes to a download page with installation instructions. The browser

(Internet Explorer V6) notifies the user that the site might require an ActiveX
controller. The user clicks on the notification and the ActiveX component is
installed.

4. Next the “Internet Explorer – Security Warning” dialog box is displayed “Do you
want to install this software”. The user clicks on Install and the installation dialog
box appears

5. The user is asked for the zip code.
6. A progress dialog box is opened, indicating the downloading progress.
7. The EULA appears. The user clicks “Next” to continue.
8. The next dialog lets the user choose the installation type: typical or custom.

Typical installation included WeatherBug and the WeatherBug Browser Bar. This
is the first indication of the browser bar in the disclosures. The user can elect to
install without the browser bar by choosing “Custom” installation.

9. Another installation progress box appears.
10. The registration form appears. The user must complete the required fields:

gender, E-mail, zip code, year of birth, and connection speed. A checkbox is
provided for opting-out of product updates. The default value is checked, so the
user must uncheck it to opt-out. The information the user provides is not verified,
nor is it personally identifiable. The user completes the form and clicks “Next”.

11. The WeatherBug Sponsor Select dialog appears. The user picks a category
(Insurance, Home & Garden, Hotels, etc.) and clicks “Next”.

12. The user selects a sponsor from a list and clicks “Next”.
13. The next dialog is a “Thank you for selecting XYZ as your Sponsor” with

information about the selected sponsor. The user clicks “Finish” and the
WeatherBug application appears.

14. The next time the Internet Explorer is opened, the WeatherBug Browser Bar is
activated as part of IE.

15. Cookies were used in the course of the download file transfer.

The windows/screens associated with installation are provided below:


